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Abstract

Cross-site scripting (XSS) is one of the most pervasive exploits in web security, yet formal
studies of its most structural variant — Document Object Model Cross-site Scripting — remain
limited. This thesis presents a formal framework for defining DOM XSS exploits in Propo-
sitional Dynamic Logic, approached from the attacker’s perspective. This model allows for
reasoning about the conditions under which exploitation is possible.

The framework is built on a combined state model that integrates two components: (i) a
DOM state space, which represents the structural properties of the document as a grove of
uniquely identified nodes, and (ii) a JavaScript variable environment, tracking how attacker-
controlled values are transformed during script execution. Program transitions across three
semantic classes — source, flow, and sink — specify how a payload propagates from external
input through intermediate data transformations to a point of execution in the DOM. Flow
operations include assignment, concatenation, encoding, decoding, and sanitization, the last of
which allows for reasoning about evasion techniques. An exploit state is defined as satisfying
both a taint proposition and a sink node proposition, thereby clearly specifying when an
attacker’s exploit has succeeded.

The validity of the formalization is demonstrated using three examples. The first example
showcases an exploit amid a wrongfully applied sanitizer. The second example reveals a
double-decode evasion with multiple execution pathways. Finally, the last example shows
that a DOM clobbering attack cannot be captured by the formal model, thereby highlighting
the limitations of the formalization.
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1 Introduction

Web applications have evolved into complex, client-driven systems in which significant computa-
tional work takes place within the browser. While this enables highly interactive user experiences,
it also exposes new attack possibilities. Cross-site scripting (XSS) attacks, in particular, ex-
ploit the dynamic foundation of client-side execution and continue to pose a serious security risk:
keylogger-software can be inserted, sensitive data can be retrieved, and unauthorized API calls
can be performed.

Cross-site scripting attacks are still one of the most prevalent threats. In fact, Acunetix’s
2021 Web Vulnerability Report found that cross-site scripting was the fourth-highest severity
vulnerability, which was detected in 25% of its scanned targets |[Acc21|. Another study, conducted
by Sebastian Lekies, Ben Stock, and Martin Johns investigated Document Object Model cross-site
scripting (DOM XSS) specifically. They discovered that 6167 vulnerabilities were found across
5000 websites, thereby highlighting DOM XSS’s significance even further [LSJ13].

Although many mitigation techniques have been built over the last decades, none of them
conclusively eliminate DOM XSS. The same-origin policy restricts how scripts can interact with
resources from different origins, but does not prevent the execution of injected scripts within a
trusted context. Moreover, since this attack takes place within the browser, firewalls are usually
circumvented. On the one hand, sanitization techniques provide a reasonably good defense against
cross-site scripting attacks by filtering out special characters and strings, like scripting tags. On
the other hand, formulating payloads in a different manner can still bypass these sanitization
techniques too often.

To create more comprehensive rules, sanitization techniques have to be more precisely formu-
lated and thereby more robust. That is, the rules have to reduce the number of false positives,
while not increasing the number of false negatives. To formulate these rules, the mindset of an
attacker performing DOM XSS attacks has to be understood first: an attacker has to manoeuvre
in a wide variety of ways, depending on the website’s structure, to find a workable exploit. This
thesis aims to formalize and systematize the process by which DOM XSS exploits are constructed.

Propositional Dynamic Logic (PDL) is used as the means of formalization. Dynamic Logic
is designed to reason about programs and their effects, where current properties are contained
in states, and transitions between states are achieved through applying programs. Propositional
Dynamic Logic is a foundational version, allowing for precise formal expressivity about the struc-
tural properties of DOM XSS exploits.

This leads to the research question:

"How can we formally define Document Object Model Cross-site Scripting Exploits
using Propositional Dynamic Logic?"

The remainder of this thesis is structured as follows: The related work chapter outlines prior work
on XSS formalization and relevant logic sources. Then, the background chapter introduces the
necessary foundations in cross-site scripting and logic. Building on this, the conceptualization
chapter develops a state space model of DOM XSS, which is subsequently encoded in PDL for-
malization. The validity of the formalization is demonstrated through a series of examples. The
thesis closes with a discussion of the model’s capabilities and limitations followed by a conclusion.
Throughout this thesis, many symbols will be introduced. A list of those symbols can be found
in the appendix.



2 Related Work

This thesis combines information from two largely separate fields: the security literature on cross-
site scripting, and the formal literature on logic. This related work section contains the most
relevant contributions from both fields to provide the groundwork for this thesis.

Early work by Melicher et al. introduced DOM XSS as a distinct and particularly subtle form of
XSS, emphasizing that the vulnerability originates in client-side JavaScript and the manipulation
of the DOM rather than in the server response itself [Mel+418]. This distinction is important for this
thesis, because the attack does not merely concern injected data, but the way in which browser-
side program execution transforms that data into unsafe behavior. Additionally, the empirical
study by Lekies, Stock, and Johns provides an understanding of DOM XSS in practice |[LSJ13].
By analyzing millions of DOM XSS flows across thousands of real-world websites, their work
demonstrates the severe impact DOM XSS could have on websites. It also contains examples
of DOM XSS, reasoning about the structural problems that could pave the way for DOM XSS
exploits. One complementary paper discusses the current state of cross-site scripting [Hyd+15|.
In particular, it investigates how often cross-site scripting exploits arise and outlines the state
of scientific discoveries about XSS. More recently, Khodayari and Pellegrino provide a thorough
treatment of DOM clobbering as a distinct and underappreciated attack technique, including
an empirical analysis of its prevalence and a discussion of the structural conditions that make
it possible [KP23|. Their work will be used to showcase the limitations of the formalization as
constructed in this thesis.

On the logic side, the classical work Propositional Dynamic Logic of Regular Programs by
Fischer and Ladner will be used as inspiration to construct the PDL-approach in this thesis
[FL79]. This paper is central because it gives a formal logical framework in which programs can
be treated as modal operators, making it possible to reason about what holds before and after
program execution. Since the present thesis aims to represent DOM XSS exploits as Propositional
Dynamic Logic formulas, this work provides the most direct theoretical foundation.

The textbook Dynamic Logic by David Harel, Dexter Kozen, and Jerzy Tiuryn will be used as
the main reference [HKTO00|. This book describes the foundation of logic in general and Propo-
sitional Dynamic Logic in particular, providing the formulations and definitions used throughout
this thesis. Additionally, the textbook Modal Logic will be used as a second reference, since it
contains definitions, descriptions and formulations from a different perspective [BRV02].

Another inspiration for this thesis is Local Hoare Reasoning about DOM by Gardner et al.,
which demonstrates that the Document Object Model can be treated as a local state space
amenable to formal reasoning [Gar+08]. Their approach of representing the DOM as a collection
of uniquely identified nodes organized into trees, forests, and groves is adopted in the conceptual-
ization chapter of this thesis. The operational semantics of the JavaScript variable environment
is inspired by Plotkin’s structural approach to operational semantics [Plo04], and the treatment
of JavaScript states is informed by the operational semantics for JavaScript developed by Maffeis,
Mitchell, and Taly [MMTO8].

Taken together, these works establish both the significance and workings of DOM XSS along-
side the formal approaches needed to reason about it in a precise manner. However, what the
existing literature does not provide is a formalization that combines a DOM state space, JavaScript
execution, and taint propagation into a single model capable of expressing exploits directly. Bridg-
ing that gap is the central contribution of this thesis.



3 Background

3.1 Cross-site Scripting

Cross-site Scripting (XSS) is a code injection attack where malicious JavaScript code is inserted
into a website. Cross-site scripting is executed on the client’s browser, such that injected scripts
are only executed on the client’s browser while the webserver is not directly involved in the exploit.
JavaScript is utilized as the scripting-language that incorporates interactivity within websites, as
it transforms webpages from static to interactive. For example, JavaScript allows you to click
links, validate user inputs, and use Application Programming Interfaces (APIs). If a vulnerability
is present, JavaScript code from the client can be executed by the browser, thereby playing into the
website’s mishandling of user input. By performing an XSS attack, the attacker can consequently
take advantage of these dynamic features and insert keyloggers, steal cookies or utilize APIs.
Cybersecurity professionals usually test if they can exploit an apparent XSS vulnerability by
inserting an alert() function, because it provides a quick and easy way to showcase that the
website is actually executing your JavaScript payload, instead of merely reflecting a string back.

There are three types of cross-site scripting: (i) Reflected XSS, (ii) Stored XSS, and (iii)
Document Object Model XSS, all of which will be discussed below.

3.1.1 Reflected and Stored XSS

Reflected cross-site scripting takes place if the website receives malicious code from the attacker,
and immediately sends it back (i.e. it "reflects" the payload). The script used in reflected XSS
does not reside on the server, hence this attack is not persistent [Hyd+15]. Even though this
attack is non-persistent, a lot of harm can be invoked: An attacker could still request the server to
retrieve sensitive information and reflect it back to the attacker. Reflected XSS is also called Non-
Persistent XSS or Type-I XSS. Listed below is a typical example of a reflected XSS vulnerability in
search bars, where the inserted string name is directly passed on to an innerHTML. An HTML string
exploit containing inline JavaScript code, such as <img src=x onerror=alert(1)>, demonstrates
the reflected XSS vulnerability.

const params = new URLSearchParams(window.location.search);
const name = params.get("name");

document .getElementById("output") .innerHTML =
"Hello " + name;

Stored cross-site scripting, as its name implies, injects malicious code in a way that makes the web-
site store the payload. So instead of just reflecting the payload back, the payload is permanently
stored in a backend database system [Hyd-+15|. This could be done on comment sections, logs,
etc. When a victim visits the webpage where the payload is stored, the exploit will be executed.
Stored XSS is also called Persistent XSS or Type-II XSS. An example of a comment section prone
to stored XSS attacks can be seen below, which is vulnerable to the same exploit as the reflected
XSS example:

// Storing comment without sanitization
app.post("/comment", (req, res) => {
database.save(req.body.comment) ;

s

document .getElementById("comments") .innerHTML = storedComment;

Both reflected and stored cross-site scripting vulnerabilities can be found all across websites, given
that the input is not properly sanitized.



3.1.2 Document Object Model XSS

Document Object Model cross-site scripting is a type of XSS where the exploit takes place in
browser’s Document Object Model (DOM). The Document Object Model is a programming inter-
face for webpages, as it represents the page so that programs can change the document structure.
The Document Object Model connects webpages to scripts by providing the structure of the docu-
ment. Within the DOM, content is expressed in a logical tree structure, where the building blocks
are called "nodes". Because of this structural implementation, the server is not involved in the ex-
ploit, which makes it difficult for servers to infer that a new exploit has been performed. DOM XSS
is different from reflected or stored XSS, since the server is not involved and because the exploit
has to be tailored in such a way that it can manoeuvre through the DOM before the actual exploit
takes place |Mel+18]. DOM XSS has two very important parts: the source and the sink. The
source is the place through which the payload is inserted. Examples include document.referrer
and location.hash. The sink, contrarily, is the place where the payload is executed. This also
contains many options, among them eval() and document.write(). As listed below, a DOM
XSS attack can take place using the source location.hash to insert JavaScript code, and the
sink innerHTML to execute that code.

const hash = window.location.hash.substring(1);

document .getElementById("content") .innerHTML = hash;

An attack payload, for this exploit, can in principle be any HTML code which ultimately leads to
the execution of JavaScript code, such as:
https://example.com/#<img src=x onerror=alert(1)>

3.2 Logic Foundation

Logic is the formal study of reasoning based on symbolic systems. A logic consists of three
components: a language, a semantics, and a deductive system [HKTO00, p. 67].

e A language defines a syntax. It is a set of rules that dictates which formulas are in accordance
with logic formation rules, and can therefore be described as "well-formed formulas" (wff). A
language consists of an alphabet and grammar. The alphabet is a set of symbols consisting of
variables (p, ¢, r, - -+ ), logical connectives (-, A, V, —) and punctuation (parentheses). The
grammar specifies how symbols should be combined. The example grammar ¢ ::=p | @ A @
allows formula p A p to be derived. A language is not concerned with whether the statement
is "true" or "false": It only cares about the legality of the expressions [BV07].

e A semantics specifies how expressions should be interpreted as statements. It assigns truth
values to expressions, denoting if an expression is "true" or "false" in a given model. This
is formalized using a satisfaction relation F between models M and formulas ¢, written
M E ¢ [BVO07].

o A deductive system, also called a proof system, allows the derivation of new formulas from
existing formulas using mechanical rules. These derivations can be applied without any
knowledge of the statements themselves. A deductive system D is a pair (A, R) , where
A C L is a set of logical axioms and R is a set of inference rules that specify how formulas
can be derived from other formulas. A set of premises I' can lead to a derivation of ¢, written
I'F ¢ [HCY96|. In this thesis, mainly semantics will be used as opposed to proof systems.

There are different logic systems, ranging from trivial to complex. Below, an outline of logic
systems is given in hierarchical order, leading up to Propositional Dynamic Logic.



3.2.1 Propositional and First-order Logic

Propositional Logic Propositional Logic is the most basic type of logic, since it solely provides
the possibility to formulate simple statements. For example, the statement "if you encounter
a cat, you pet it", can be defined as ¢ — 1 for cat encounter ¢ and petting ¥. In between
meta-variables, such as ¢ and v, formulas can be constructed using operators. The propositional
operators used as connectives are A (conjunction), V (disjunction) and — (negation), together
with the constants 1 (truth) and 0 (falsity), and the implication — and equivalence < [HKTO0O,
p. 71]. These propositional statements can be useful for describing static phenomena. However,
its applicability is quite constrained. Using Propositional Logic, sets cannot be described.

First-order Logic First-order Logic, also called predicate logic, is an extension of Propositional
Logic and can be used to reason about sets. To achieve this, it introduces two new operators: the
existential quantifier 3 ("there exists") and the universal quantifier V ("for all"). These quantifiers
are used together with variables and predicates. Let P(x) denote "z is a cat" and Q(x) denote
"x is petted". Then the formula Vz(P(z) — Q(x)) means that all cats are petted. Formulas in
First-order Logic can be made more complex, resulting in statements like:

Vo (P(z) — Jy(Cy) A (E(z,y) A (Qz,y) A H(y)))))

For all persons P(z), there exists a cat C(y) and there is an encounter between the person and
cat E(x,y) such that the person is petting the cat Q(x,y) and the cat is happy H(y).

3.2.2 Modal Logic

Modal Logic is a different approach from First-order Logic, encompassing reasoning about pos-
sibility and necessity, in addition to "true" or "false": As in Propositional Logic and First-order
Logic, formulas are ultimately true or false, but their truth is evaluated relative to a state (or
world) in a model. Modal Logic uses operators ¢ and [J for possibility and necessity respectively.
Using these Modal Logic operators, we can formulate statements like (i) Oy and (ii) Oy to signify
that (i) ¢ possibly holds and that (ii) ¢ necessarily holds. These statements can be written in
other equivalent forms: Oy <> =0—¢ [BRV02].

Kripke Semantics Kripke Semantics is used to interpret modal formulas. Contrary to using
declarations describing statements with words like "necessity" and "possibility", Kripke semantics
makes use of so called "Worlds". So instead of stating "necessary ¢", we can say: "In every world,
@ is true". Likewise, "possibly ¢" can be formulated as: "There is at least one world in which ¢
is true". This way of approaching statements can express its semantics more starkly.

Kripke Frames and Models In Modal Logic, a Kripke Frame is a structure § = (K, Rg),
where K is the universe of § such that the elements of K can be called states or worlds [HKTO00].
Using Rz, the relations between these states are specified, indicating which worlds are reachable
from a given world. As an example, reaching world w from world v is possible, in case (v,w) € Rz
holds. Kripke Frames can be extended to Kripke Models. A Kripke Model is a structure K =
(K, Rg, mg) that also contains valuation function mg. The valuation function determines the truth
assignment to the primitive propositions in every state, denoted as &, w F v < w € mg(v). This
is inductively extended to all modal formulas according to the following rules [HKTO00| p. 128]:

mg(p = ¥) E (K —mg(p)) Umg (),

mg(0) ¥z,

def _
ma(Op) = K — Rg'K —ma(p)],
Resulting in:

mg(Op) = Ry [mg ()]



Example Let’s say we have a Kripke model & = (K, Rg,mg), where K = {u,v,w}, Rg =
{(u,v), (u,w), (v,w), (w,w)} and proposition ¢ € w,u and p € u,v. We can display that in a
diagram, as shown below.

Formulation The statements above are given in set-theoretic formulation. In this semantics,
each formula @ is interpreted as a set of worlds mg(p) C K, which allows for an adequate treatment
of relational structure and composition. The satisfaction relation is introduced as an equivalent
but secondary notation [BRV02]:

RwEep & wemg(y).

Throughout this thesis, the set-theoretic semantics mg () will be the main formulation and is used
when defining or manipulating semantic operators (e.g., relational composition, modal operators,
or program semantics). The satisfaction relation K, w F ¢ will sometimes be used, namely, when
stating properties at the level of individual worlds, particularly for readability or when expressing
logical consequences.

3.2.3 Propositional Dynamic Logic

Dynamic Logic is a branch of Modal Logic, specifically tailored to reason about programs and
their applications. Propositional Dynamic Logic (PDL) in particular is the most fundamental
form of Dynamic Logic. Propositional Dynamic Logic can describe formal properties of computer
programs and utilize them within logical statements. Using PDL, we can formally reason about
state transitions: we can determine whether a proposition holds in a final state after a specific
program terminates, or whether a valid execution path exists.

The statement [a]¢ states that ¢ is necessarily true after executing program «. To signify that
¢ is possible after executing program a, statement (a)¢ is used. One program can be applied
to a conjunction of propositions: [a](p A ) ¢ [a]p A [a]. A sequence of programs, also called
complex programs, can be noted as well:

[o; Bl < [a][Ble

Formulas, Programs and Symbols Propositional Dynamic Logic utilizes both formulas ¢, ¥,

... and programs «, B3, 7, .... Atomic programs, i.e. the programs that only perform one operation,
are denoted as a, b, ..., creating the set of atomic programs Ily. Atomic propositions, however,
are denoted p, ¢, r, ..., creating the set of atomic propositions ®q. Sets IIy and @y are subsets of

the set of all programs II and the set of all propositions ® respectively. Common propositional
operators are — for implication and 0 for falsity. Program operators are ;, U and *, to denote
composition, choice and iteration respectively. Finally, the test operator ? is very useful in the
context of modeling programs, as it signifies that the subsequent statement should be executed in
case a certain proposition holds: ¢? states that you should proceed if ¢ is true, else abort [HKT00].



Syntax The syntax of Propositional Dynamic Logic is defined using Backus-Naur Form (BNF).
Note that the definitions of programs a and formulas ¢ are mutually dependent: programs may
contain formulas via the test operator ¢?, while formulas may contain programs via the modal
operator [a]p. Therefore, they are defined simultaneously. The sets of programs « and formulas
 are given by:

az=aloalalala®|e?

pu=pl0]le—¢]lap

The dual modality is defined as (@) = —[a]—p.

Computer Programs PDL is designed to describe and define computer programs, since pro-
gram code can be precisely expressed in PDL statements [HKTO00, p. 167]:

sklpd_efl’?
fail & 07
if o1 = a1 | '“|90”_>O‘nﬁd:ef801?§041U~-~U<pn?;an
do o1 — ar || pn = an 0od E (17501 U Upn?ian) s (01 A A =pn)?

if p then «a else 3 def elhalU=-p?: g

while ¢ do « def (p?7;0)"; —p?

repeat o until ¢ g (—p?;a)*; p?

Semantics While the aforementioned definitions provide a syntactic way to express program
structures, they require a formal semantic interpretation to determine validity. In PDL, this is
achieved by extending Kripke semantics to account for both propositions and programs. A PDL
structure R = (K, mg) consists of a set of states K and a valuation function mg that maps atomic
propositions to sets of states and atomic programs to relations on K. The semantics of complex
formulas and programs are then defined by mutual induction as follows [HKTO00, p. 168]:

mg(p = ¥) E (K —mga(p)) Umga(y)
mg(p) € K —mga(p)
ms(0) <

mg([a]p) E K — (mg(a) K — mga(p)])

= {u|Yv e K if (u,v) € mg(a) then v € mg(p)}
mg(e; f) = mg(a) omg(S)
={(u,v) | w € K (u,w) € mg(a) and (w,v) € mg(B8)}
ma(a U ) = mg(a) Umg(8)

€
) = [ me(w

n>0

ma(9?) € {(u,u) | u € me(p)}



4 Conceptualizing DOM XSS

To express DOM XSS exploits in Propositional Dynamic Logic, a conceptual framework has to be
designed first. A DOM XSS exploit is a process, which needs to be defined as a series of propagation
operations through the Document Object Model and the JavaScript code. These propagation
operations can also be viewed as the manner in which an exploit should be constructed, consisting
of state transitions across both the JavaScript environment and the DOM. In this section, a
conceptual build-up is created as a template for the next chapter, where this conceptual build will
be encoded in PDL.

4.1 DOM as a State Space

To formalize DOM XSS exploits, a definition of the environment in which these exploits operate
has to be created first. This definition will mainly be derived from the paper Local Hoare Reasoning
about DOM, where the DOM is modelled as a local state space: instead of representing the full
Document Object Model, only the relevant part of the DOM is defined |Gar+08|. This local
approach is particularly suited for XSS analysis, as it allows us to reason about the propagation
from source to sink without requiring a complete representation of the entire Document Object
Model.

Tree structure and Identifiers In this model, the DOM is not merely a hierarchy but a
collection of nodes that can be uniquely identified. Every element and every list of children gets a
unique identifier assigned. For XSS research, these identifiers are essential to track how malicious
data propagates to a specific node in the DOM.

Formal Data Structures The state space is defined using four core data types D € {T, F, G, S},
which allow for a recursive representation of the DOM:

e Trees (¢t € T): Represent individual nodes. A node is either an element s;4[A, f]riq (with
a tag s, a node ID, a set of attributes A, a child forest f, and a forest ID) or a text node
#text;q[s]. Trees are fundamental, because they arrange the order through which the exploit
could propagate.

e Forests (f € F): Ordered lists of trees, representing the children of an element. Forests
allows for treatment of the children from the root as separate pathways through which the
exploit could propagate.

e Groves (g € G): The "object store" or heap, containing the set of all top-level trees. In an
XSS context, the Grove contains both the active document and any "in-memory" fragments
created by a script. Using groves, we can separate the elements that are currently applicable
and make changes before influencing the rest of the DOM elements.

e Strings (s € S): The actual data, which is often the vector for XSS payloads. Changing
the string values, we can change the input field and discover which string injections result
in exploitation.

The following recursive definition allows for the treatment of a vulnerable node as a local tree
that can be extracted from or inserted into a larger grove using logic. The grammar for these
structures is defined as follows [Gar+08|:

t.= Sid[A, f]fid ‘ #textid[s]

fe=opr|tr|fof
gu=0c|{tclg®yg
su=Oglcls-s



Each element node carries an attribute map A : A — S, a partial function assigning string values
to attribute names drawn from the universe of attribute names A. Writing A(a) = s means the
node has attribute a set to value s. Attributes absent from the map are undefined. The empty
map is written @,4. Attribute maps are essential for XSS analysis, because the executable part
of most payloads resides in an attribute (for example, the onerror handler of an injected img
element) rather than in the element’s children or text.

Example Let’s say we have a small DOM as listed below, where cat is the root element, and
three children are present:

<cat>
<name>Garfield</name>
<age>47</age>
<gender>Male</gender>
</cat>

In the formal model, this structure is represented as a tree t of the form s;q[A, f]tiq. To construct
the state, we begin with the root element name s = "cat" and assign it a unique identifier id;.
The element contains a completed forest [f]q4,, where fid; is the unique identifier for the child list.
The forest f is composed using the forest composition operator ®. Since there are three children,
the forest is built by applying the composition twice: f = (t1)r ® (t2)r ® (t3)r. Each child ¢, is
itself a tree containing a text node of the form #text;4[s]. Ultimately, the representation in our
DOM state space is as follows:

catiq, [
(name;q, [(#textiq, ["Garfield"]) lgd, ) F®
(ageiq, [(Ftextias["47"]) Flaas) F®
(gender;y, [(#textiq, ["Male"]) rlaa,) F
Jid,

The above HTML code can be represented as a formal tree structure, highlighting the hierarchy
and the unique identifiers (id and fid) as defined in the state space:

catiq,
(flfidq
name;q, ageids gender;q,
[flfidy (flrias [flpiay
#textiay #textidg #textiq,
"Garfield" "4 "Male"

4.2 JavaScript as a State Space

While the DOM as a state space, as defined in the last section, provides a good structural envi-
ronment for the webpage as such, XSS exploits are driven by JavaScript. JavaScript requires a
different state space to model how payloads propagate from source to sink during XSS exploits.
The JavaScript model will be defined as p, where p represents the variable environment [Plo04].
This approach is applicable for tracking data while propagating through the DOM.



Variable Environment The variable environment maps values to variable names. In DOM
XSS context, primarily strings are important as strings can carry payloads for potential XSS
exploits. The environment will be defined as a partial function:

p:x —Val

where y is the set of variable identifiers, including standalone variables, list items, field items and
storage elements:

xu=a|afi]|z.f|Tx
Consequently, T represents the specific type of storage 7 € { url, cookie, localStorage, dom,
sessionStorage, referrer }. Taking the previous example, variable name can be assigned the
value "Garfield" in the following way:

let name = "Garfield" < p("name") = "Garfield"

Program Transitions JavaScript operations are modeled as atomic program transitions that
transform the JavaScript state space. Formally, atomic programs are elements of the set Iy, and
each program defines a relation over states p.

We classify atomic programs into three classes, using labels as elements of the following defined
sets:

def . .
Agre = {url, cookie, localStorage, sessionStorage, dom, referrer}
def . . . -
Atiow = {declare, 1it, assign, concat, trim, sanitize, encode, decode}

def . . . .
Agink = {1nnerHTML7 outerHTML, document.write, eval, setTimeout, setAttrlbute}

Each atomic program a” carries a label A drawn from the corresponding label set, specifying its

semantic role. The three classes are:

e Source (a;\;’gC, where Agre € Agpe): Source operations introduce external input into the

JavaScript state. The label \y,.. specifies the origin of the input, essentially reading out the
environment variables as specified by 7. Formally:
)\src
m(agz) S pxpf
where p’ extends p by binding a location z € x to a value obtained from the external
environment indexed by Agpc.

e Flow (a?{(ﬁ;}w, where Afiow € Afiow): Flow operations define intra-state data movement and

transformation. The label Ay, specifies the semantic effect of the operation. Each Afiow
induces a distinct state transition rule over the environment p:

flow

A
m(/pr, ) S p X pf

Typical instances include copying values between locations, accessing fields or indices, and
string concatenation.

e Sink (a;\;;"l’,;’“, where Agink € Aging): Sink operations take in values from the JavaScript

state and interact with the DOM or execution environment in a way that may trigger code
execution. The label Ay, specifies the sink context. Formally:

Asin
m(agii*) € (g.0) x (9, p)
where the operation may additionally transform the DOM grove g.
Program execution is defined as relational composition of transitions:
m(ag;ag) = m(ar) om(asg)

An execution trace ag;...;a, leads to a DOM XSS exploit if there exists a sequence of tran-
sitions from a source-induced state to a state in which a malicious string is executed at a sink
location [MMTO08|.
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Example Let’s take a small example, demonstrating how data can be retrieved (like a source)
and mutated in a series of propagation steps within JavaScript code. In this example, the acquire-
ment for a cat adoption certificate is illustrated:

function adoptCat() {
let catName = "Garfield";
let certificate = "Certificate for " + catName;
return certificate;

¥

let finalDoc = adoptCat();

Consider having completed line 3, i.e. let certificate = "Certificate for " + catName;,
the function call to adoptCat() has already occurred, as well as the declaration of variable
catName. The variable environment, at this moment, is defined in the following way:

p = {"catName" — "Garfield", "certificate" — "Certificate for Garfield"}

4.3 Combined State Model

To formalize a complete DOM XSS exploit, the DOM state model and the JavaScript state model
both have to be reconciled into one model. We will unify these models into combined model
o: This model integrates the structural aspects of the webpage in a DOM along the interactive
aspects of JavaScript code, allowing for reasoning about both domains. The combined state is
defined as a tuple:

o= (g,p)

where:
e g € GG is the DOM grove, which is the heap of all tree structures

e p:x — Val is the variable environment, mapping script variables to values

Interaction between Models The unification of the DOM state space model and JavaScript
state space model is realized through specific atomic programs that act as an interface. We
will distinguish between two primary directions of flow: from the DOM to JavaScript, and from
JavaScript to the DOM.

DOM-to-JS: These programs retrieve data from the grove g or the browser environment and
store it in p. Using this approach, XSS sources can be characterized. For example, program ...
might read the content of a text node (using the node’s id) or a location property, defined as:

m(read source(z,id)) = {((g, p), (g, plx — lookup(g, id)]))}

JS-to-DOM: These programs take a value from p and use it to mutate g. This is where the actual
DOM XSS occurs, since writing out from JavaScript to the DOM represents sink behavior. A sink
execution like innerHTML can be modeled as a transition where a string in p is parsed into a new
forest f and attached to a node in g. This results in a new DOM mutated result, namely ¢’

m(write_sink(id, z)) = {((g,p), (¢, p))}

where ¢’ = g[parse(p(z))/id] represents the grove g where the subtree at id is replaced by the
parsed execution result of string variable x.

Flow operations propagate values within p without necessarily introducing external input or DOM
effects.

11



Defining an Exploit A vulnerable execution is defined as the existence of a program sequence
that transforms an initial state ¢ = (g,p) into a state in which a malicious string has been
propagated from a source location in p to a sink location in g. In set-theoretic notation, this is
expressed in Propositional Dynamic Logic as:

>\8’V‘C

ma(adiz) o (ma(apfmn))* o mg(adsin) o Exploit

As a satisfiability relation:

Xsre. (A AFlow\*. Agink s
ok <asrgc7 (aflow ) 7asi7§7€ >EXp101t

where Exploit is a state where in node in grove g contains the malicious string s,,,; in execution

context:

Example Consider a script that retrieves a string from the URL and injects it into a specific
node: let n = location.hash; node.innerHTML = n;. Initially, the system is in state oy =
(g0, po). Grove gg is simply the structural representation of the target node’s content, specifically
a target element t;4, defined as span;; [@a,@F]fiq,- The variable environment py is empty.
When an attacker provides the payload "<img src=x onerror=alert(1)>", the source operation
Qusre transitions the system to oy, where p is updated: p(n) — "<img src=x onerror=alert(1)>".
Note that at this stage, the DOM state gy remains secure as the malicious string only exists within
the JavaScript environment. The utility of the DOM state space becomes clear during the sink
operation ay;nk. This operation does not simply replace a value: it invokes the DOM parsing to
transform the string from p into a new formal tree structure. The transition mg(write sink(idy,n))
results in a new grove g1 where the previously empty forest [f]f;q4, is replaced by a forest containing
the newly generated tree:

g1 = go[fidy — (img;,, [{onerror — "alert(1)"}, Or|tia,)r]

The state 09 —=% o, —"5 &, satisfies the exploit proposition because the formal state space of
the DOM now contains an executable node idy within the hierarchy of idy. The malicious value
is no longer an inert string in p but resides in the attribute map {onerror — "alert(1)"} of a
parsed element, which is precisely the structural feature that makes it executable. By treating
the DOM as a state space, we can precisely track how a string from the JavaScript environment
is promoted to a structural element capable of causing code execution.
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5 Formalization in Propositional Dynamic Logic

Given the conceptual framework as established in the previous chapter, the actual formalization
in Propositional Dynamic Logic can now be constructed. Throughout this chapter, a formal
definition of the combined state o will initially be created, thereby consequently providing the
basis for reasoning about Document Object Model and JavaScript transitions.

5.1 Formal Definition of the Combined State

5.1.1 Atomic Propositions

The combined state o = (g, p) is encoded into the Kripke Model 8 = (K, Rg, mg) by expressing
each of its two components as families of atomic propositions in ®3. We define two disjoint
proposition families ®,, ®, C ®; such that &g = &, U ®,. For each atomic proposition p € ®,
the valuation assigns a set of states mg(p) C K, where o € mg(p) if and only if o F p.

DOM Grove The DOM grove g € G is encoded via propositions in ®, that capture the security-
relevant structural properties of nodes, in line with the local state space approach of the conceptual
model. Let ZD denote the universe of node identiﬁers and A the universe of attribute names, where

we limit the set of attribute names as A % { onerror, onload, onclick, onmouseover, href,
src, action }. Moreover, Ay, is the set of sink labels and S the set of strings. We deﬁne

nodes(g) def {id € ID | g contains a node with identifier id}. The proposition set is then:

g 2ef {node,q | id € ID}
U {childq, sa, | idy,ids € D}
U {attriges | id €ID, ac A, s€ S}
U {sinknode;q,\ id € ID, Asink € Asink, T € X}

sink T |

The valuation of each proposition set member is defined directly as:
€ K |3s,A, f, fid : sia[A, flpia € gV 3s : #text;q[s] € g}

mg(node;q )
)€ K | 3s, A, fid, f1, f2 : sia, [A, f1 @ (tia,) F @ falfia € g}
)
p)

n’tﬁ(chlldld1 ids

N N
o o o
T D

€ K |3s', A, [, fid : si4[A, flia € g N A(a) = s}
( €EK | H(QOaPO) EK: ((903p0)7( )) €ER /\€7nk(zd )
Aid ¢ nodes(go) A id € nodes(g)}

\_/ ~— ~—
I
N

mg(sinknode;q y

sink T

where g is the structural representation of the target node’s content. Note that sinknode;g x.;. ..«
encodes the sink labels Ay, € {innerHTML, outerHTML, eval, document .write} from the concep-
tual model. A node satisfies sinknode;q ., .. When it is in execution context corresponding to
Asink and was produced by the sink that processed x.

Variable Environment p The variable environment p : x — Val is encoded as propositions in
®,, one independent set per variable x € x. Each proposition makes a single yes/no statement
about the current state of one particular variable. The full picture of p at any world o is therefore
constructed from the aggregation of all satisfied propositions across all x € y, which is precisely
how Kripke semantics encodes the state using atomic propositions. We define:

d—Ef {bound,, | = € x}

U{val, s|z€x, s€S}
U {tainted, x... |2 € X, Asrc € Asrc}
U {matchy, san

x € X, san € San}

13



where Ag. = {url, cookie,localStorage, sessionStorage, dom, referrer} represents the source
labels A4 from the conceptual model. The valuations are:

mg(bound,) & {(g,p) € K | 2 € dom(p)}
{

def

g9,p

def

mga(valss) = {(g,0) € K | pz) = s}
mﬁ(matChz,san) = {(g7p

) € K | 3e € san: p(z) is matched by e}

San denotes the set of all sanitizer instances, where each san € San is a finite set of regular ex-
pressions san = {ej,...,e,} C &, and £ denotes the set of all regular expressions over S.

The taint valuation is defined separately. A variable is considered tainted if a source made it
tainted, or if it received its value from another tainted variable. We write this as the smallest
family of sets {T; »} that satisfies the four cases below, where "smallest" means a state counts as
tainted only if one of the cases forces it to:

(@)

mﬁ(tainted%)\) d:ef Tz’)\. {0./ cK | qo 2 o ere 0_/}

O‘_(;low (I,y)

U{oc' €K |3Jo,y:0o o', a € {assign, trim, encode,decode}, o € T}, ) }

concat

Xrlow (,y1,y2)
U{c' € K|3o,y1,y2:0 ——— 0, 0 €Ty \Vo €Ty}

U {O‘IEK|30’,BZO‘£>0'/, target(B8) # x, 0 € Ty \ }

In the taint valuation, the four cases read as follows: a source operation makes x tainted; an
assign, trim, encode, or decode copies the taint of y onto z; a concat makes = tainted if either

input was tainted; and the last case keeps existing taint when a step does not change x. The arrow

o 25 o' means (0,0") € mg(p) for a program [, and target(3) is the variable that 8 writes to: it

is z for a,..(z) and for any %10 (T, .. .) with a € { declare, 1it, assign,concat,trim,encode,
decode,san-applied}, and is undefined for san-bypass, tests, and sink programs.

5.1.2 Initial and Exploit States

Initial State The initial state oy € K represents the system prior to any exploit-relevant
execution. Its valuation is characterised by:

oo ¢ mg(bound,) Vo € x

oo € mg(node;q) Vid € nodes(gop)

oo ¢ mg(taintedy »,,..) YT € X, Asre € Asre

00 ¢ mg(sinknode;g ;.. .z) Vid € ID, Agink € Asink, T € X

Exploit State A state o € K is an exploit state if a tainted value has propagated to a node in
sink execution context. In set-theoretic notation:

Exploit def U mg(tainted,

. 1}6)(7/\57‘0 eAsr‘c
1d€ID,Asink ENsink

) Nmg(sinknodeidx,;,..c)

sre
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5.2 Semantics of DOM and JavaScript Transitions

The atomic propositions have been established for our K, however, transitions need to be con-
structed in order to move in between these states. As defined in the conceptualization phase,
there are three classes of atomic programs: source, flow and sink. This section formalizes that
conceptualization into Propositional Dynamic Logic as named transition relations on the com-
bined state space K. Every label in A, Afiow and Agpnp is assigned separate inference rules.
The exploit result is expressed as a composition of programs mg(ay; as).

5.2.1 Transition Relations as Named Relations

Each label A induces a binary relation Ry C K x K that coincides with the PDL valuation

A
mg(a?) C K x K. Writing ¢ = ¢’ for (0,0') € Ry, the affected combined state o = (g, p) is as
follows:

e Source transitions (A € Ag..): ounly p is modified; ¢ remains unmodified. Formally, if
Asre
(XST'C

(9,p) === (g,p") then ¢’ = g.

e Flow transitions (A € Ajfjy,): only p is modified; ¢g remains unmodified. Formally, if

A flow
flow

(g.p) —— (¢',p) then ¢’ = g.

e Sink transitions (A € Agjnk): only ¢ is modified; p remains unmodified. Formally, if
A

sink
sink

(0%
(9,p) === (g’ p') then p" = p.
Because of these constraints, the DOM grove and the variable environment change independently.
The constraints also justify the separation between multiple classes of propositions ®g = &, U ®,,.
Source or flow transitions cannot invalidate any ®, proposition, while sink transitions cannot
invalidate any ®, proposition.

5.2.2 Source Transition Rules

Source operations introduce external data into the variable environment by reading from a browser
storage location indexed by a label Agqc € Agpre. All source locations are treated uniformly. That
is, any of them may carry attacker-controlled data, regardless of whether the value originates from
the URL, a cookie, or localStorage.

The semantics of a source transition depends on a partial read function:

read : Agpe — S

that retrieves the current value associated with the storage location indexed by Ag... The function
is partial because some locations may genuinely be undefined at execution time. localStorage
or sessionStorage, for instance, may not contain the requested key, whereas others, such as
location.hash, are always defined, though possibly equal to the empty string ¢.

Rule S-READ handles the case where the storage location is defined:

read(Asre) = s« ¢ dom(p)

adere (z)

(9,p) ——— (g, plx > s])

S-READ

Rule S-DEFAULT handles the case where the location is undefined; the variable is bound to the
empty string so that subsequent flow operations are well-defined:
read(Agpc) = L

adsre(x)

(g,p) ——— (g, plz > €])

S-DEFAULT
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Rule S-READ requires « ¢ dom(p), reflecting the standard semantics of a 1et-binding in JavaScript:
a variable may not be re-declared in the same scope. Reassignment is handled instead by rule
F-ASSIGN in the next subsection.

5.2.3 Flow Transition Rules

Flow operations propagate and transform values within the variable environment without intro-
ducing new external input or interacting with the DOM. A separate semantic definition is given
for each label in Ao, = {declare,lit,assign, concat,trim, sanitize, encode,decode}.

Declaration The declare operation creates a new variable without value binding.

z ¢ dom(p)

declare (I)

(g,p) —22 200 (g, pla > L))

F-DECLARE

Literal The lit operation declares a variable and immediately binds a literal value to it.

x ¢ dom(p)

a]}jlto'w (ac,s)

F-LiT

(9,p)

{9, pla = s])

Assignment The assign operation copies the value of an origin variable y into target variable
x:

F-AssiGN

Concatenation The concat operation appends two strings:

py1) = s1 p(y2) = s2

concat

F-ConNcaTt
Xflow (z’yl 792)

(9,p) (g, plx > 51 52])

where - is the string concatenation operator.

Trim The trim operation removes a fixed prefix or suffix s¢;; from the value of y, where side €
{pre, suf} indicates which end is trimmed. Let trim(side, s, sy;,) denote the string obtained by
removing one prefix-side occurrence of sg;; from s if side = pre, or one suffix-side occurrence if
side = suf, and s otherwise:

=s s =trim(side, s, s¢;
p(y) ( fm) F-TriMm

tri .
a%in, (2.y.side,sfis)

(9,) (9, plz = 5])

Sanitization A sanitizer san € San is a finite set of regular expressions {ej,...,e,} C & that
models the patterns a developer intends to block. The sanitization program branches on whether
the current value of z is matched by any expression in san, as determined by the proposition
matchy san.

Rule F-SAN-APPLIED handles the case where at least one pattern matches:

p(r) =s de €san:e(s)

san-applied
X flow (w,san)

F-SAN-APPLIED

(9,p) (9,0")
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Rule F-SAN-BYPASS handles the case where no pattern matches:

p(x) =s Ve € san: —e(s)

san-bypass
flow

(9,00 —————(9,p)

F-SaN-Bypass

The full sanitization program can be expressed as:

sanitize

san-applied san-bypass
flow (1')

def
(x,san) = matchy gan? ; Yt low (z,san) U —matchy gan? ; Uflow

Encoding and Decoding The encode and decode operations apply functions enc,dec : S — S
corresponding to URL-encoding/decoding, HTML-entity encoding/decoding and Base64 encod-
ing/decoding;:

/ !/

=s dec(s)=s
F-ENCODE p(y) ( ) F-DECODE

decode

afiow (T,Y)
(g, plz — $']) (g,p) ——= (g, p[z — 5'])

ply) = s enc(s) =s

encode

X flow (z,y)

(9,p)

Although san and enc both produce strings that are (in some sense) ‘safer’ than their inputs,
they are not inverses of one another, and neither is an inverse of dec. In particular, a sanitizer
designed to strip angle brackets will not remove a URL-encoded angle bracket %3C from its input;
applying dec after san can therefore restore the original dangerous character. This asymmetry is
the basis for double-decode evasion techniques.

5.2.4 Sink Transition Rules

Sink operations read a value from the variable environment and use it to mutate the DOM grove,
thereby crossing the JS-to-DOM boundary. The sink transition depends on the parse function:

parsey, . S =~ FUGU(AXxS)

that converts a string into a forest with attributes suitable for insertion into the grove. In case
an error signal arises or no execution is performed, the forest will stay empty f = @r. The parse
function varies by sink label, reflecting the distinct browser behaviours as shown in the table
below.

Table 1: Parse function behavior by sink label

Sink label parse,(s) behavior

innerHTML Full HTML parse of s; produces a forest f containing
element nodes, text nodes, and event-handler attributes.

outerHTML Like innerHTML but replaces the target node itself; the
parse result is grafted one level higher in the grove.

eval No DOM mutation (g is unchanged); s is treated as a new

JavaScript source text.

document.write Replaces the entire grove g with the parse result of s,
rather than a single subtree.

setAttribute Modifies the attribute map A of an existing node; the
forest structure of g is unchanged.

Standard sink rule For the labels innerHTML, outerHTML, and setAttribute, the transition
has the following general form:

p(z) =s parse, (s)=f idecnodes(g)

K-SiNk

Agi .
alsink (id.o)

(9,p)
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Here g[fid;q — f] denotes the grove obtained from g by replacing the child-forest stored at forest
identifier fid;q, i.e. the children of node id, with the newly parsed HTML forest f. The variable
environment p remains unchanged since its variables are only used and not altered.

document.write Because document.write replaces the entire grove rather than a single sub-
tree, it requires a separate rule:

p(l’) =S parsedocument.write(s) = gl

K-WRITE

?’Ji(;l:m'ent .write (.L)
(9.p) ————(d",p)

This rule does not require a target node identifier, because the entire grove is replaced uncondi-

tionally.

eval The eval sink does not mutate g directly. Instead, the string p(z) is treated as a new
JavaScript program text and executed in the current environment. Formally expressed:

p(x)=s js_parse(s) =B (g,p) = (g, p))

asing, (@)

(9,p) —"==(d',0)

K-EvaL

The attacker-controlled string s is itself a program that may contain further source, flow, and sink
operations. In PDL notation, the reachability condition for an eval-driven exploit can be defined
as the satisfiability relation:

’

Aftow Nope. (/M low Nin -
o F (g (aflfolw )5 aSiak) (ol ;(aflf)iv )" at )Exploit

5.2.5 Taint-Propagation Constraints

The transition rules above specify what happens to p and ¢ at each step, but they do not by
themselves determine whether a value is attacker-controlled. To answer that question, taint prop-
agation is defined as a set of constraints on the atomic proposition tainted, ».,., specifying which
propositions must hold in the next state ¢’ given which propositions held in the current state o,
for each transition rule.

Source A source transition introduces taint on the bound variable:

axsre(z)

o —"—% ¢ = o €mg(tainted, )., )

Declaration A bare declaration binds the variable to L and introduces no value, so it introduces
no taint:

declare )
flow

o' = VA€ Ag: o' ¢ mg(tainted, ))

Literal A literal-operation creates a new variable and binds a fixed value to it. Since it’s value
doesn’t come from user input (as it would with source operations), the value is not tainted:

alfilto'w (1"75) /
TR

= VA E Ag: 0 ¢ mg(tainted, )

Assignment Taint propagates from the source variable to the target. Any prior taint on z is
overwritten:

S (w,y)
e T 6! = YAEAye: o € mg(tainted, )) <= o € mg(tainted, )
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Concatenation Taint is preserved through concatenation: if either operand is tainted, the result
is tainted. Appending a tainted string to a different string does not neutralize the taint:

afisa (®,y1,y2) .
e T ) = YA€ Ay 0 € mg(tainted, )

<= 0 € mg(tainted,, ) Vo € mg(tainted,, )

Trim Trim preserves taint, because removing a fixed prefix or suffix does not render the remain-
ing attacker-controlled content safe:

aflgw(way7Side7sfiz) ’

o/ = VA€ Ay.: o' €mg(tainted, ) < o € mg(tainted, )

Sanitization The taint outcome of a sanitization step depends on which branch was taken. If
the match branch is true, taint is removed:
san-applied

0w (x, san)

o' = VAEAg: o' ¢ mg(tainted, ))

If the bypass branch is true, taint is fully preserved:

-b
Tlow (@)

o —"—50 = VAEAy.: 0 € mg(tainted, ) < o € mg(tainted, ))

In both cases, sanitization affects only the variable x passed to the program. Any other variable
that carries the same tainted value independently is unaffected, and can still be passed to a sink
separately.

Encoding and Decoding Both encode and decode transitions preserve taint, because neither
operation renders a string completely safe. In particular, applying dec after san may restore
dangerous characters that the sanitizer had removed, which is the basis of double-decode evasion
techniques discussed. Formally, encoding and decoding can be expressed as:

aencoo’i}e(x7y)
e T 5! = YAEAye: o € mg(tainted, y) <= o € mg(tainted, )

(Xdecooiie(:l:7y)
e T 5! = YAEAge: o € mg(tainted, \) <= o € mg(tainted, )

Sink A sink transition does not affect p, so no variable gains or loses taint. However, the
proposition sinknode;q ,,,,,» becomes satisfied in ¢’ for every node id newly introduced into g
by the transition. In case sinknode;q ) » and tainted propositions are both true, the exploit
is successful.

sink;
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6 Validation

To demonstrate the PDL formalization, examples are used to trace a complete DOM XSS exploit
through every layer of the model: the combined state, the transition rules, the taint-propagation
constraints, and the final exploit proposition. The first example involves a concatenation step and
a sanitization attempt that is rendered ineffective by the way in which operations are applied.
The second example shows an exploit where multiple execution paths could be taken, thereby
providing a non-linear exploit. The third example shows that not all exploits could be expressed
in this model, highlighting this model’s limits.

6.1 Example One: Sanitization Wrongfully Applied

In this first example, a DOM XSS exploit is expressed based on a real-world example. A few
string-manipulation operations are performed first. Then, sanitization gets applied on the wrong
variable. Finally, the malicious string s,,,; reaches the sink via innerHTML.

The Vulnerable Script

Consider the following script:

let raw = location.hash.substring(1);

let prefix = "Input: ";

let msg = prefix + raw;

let safe = sanitize(raw);

document .getElementById("output") .innerHTML = msg;

The developer intends to display user-supplied input inside a div element. A sanitizer is applied
to raw on line 4, but the result safe is never used: the unsanitized concatenation msg is passed to
innerHTML on line 5. This is a common programming mistake and constitutes a real DOM XSS
vulnerability.

Initial State o
The grove g¢ contains a single div element with no children, identified by id;:

go = diviq, [Da, DF|fid,

The variable environment is empty:
po = 9
The propositions satisfied in o9 = (go, po) are:

oo € mﬁ(nodeidl)

oo ¢ mg(bound,) Vr € x
oo ¢ mg(tainted, y) Ve € x, A€ Age
State o1: Line 1 — Source Operation

Line 1 reads location.hash and binds the result to raw. This is modelled by rule S-READ with
Asre = url, where s,,q; is the attacker-supplied payload (e.g. <img src=x onerror=alert(1)>):

read(url) = s, raw ¢ dom(pg)
S-READ

ol (raw)

(90, po) ————= (9o, p1)

where p1 = po[raw — Smai]. The grove is unchanged: g; = go. By the source taint constraint, the
bound variable immediately acquires taint:

o1 € mg(taintedyay url)
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State oy: Line 2 — Flow Operation (Literal)

Line 2 binds the string literal "Input: " to prefix. A literal has a fixed value originating
from the program text itself, not from any external location, so it is modelled as a flow operation
introducing a fresh untainted binding:

refix ¢ dom
prefix ¢ dom(p) o

a}iltow (prefix,"Input: ")

(90, p1) (90, p2)

where py = pi[prefix — "Input: "|. The grove is unchanged: g2 = go. Since a literal carries
no external input, prefix acquires no taint:

o2 ¢ mg(taintedpresix,n) VA € Agpe

State o3: Line 3 — Flow Operation (Concatenation)

Line 3 concatenates prefix and raw into msg, modelled by rule F-CONCAT:

po(prefix) = "Input: " po(raw) = Spal
F-Concar
a}%“:f‘ut (msg,prefix,raw)
(90, p2) (90, p3)
where p3 = pa[msg — "Input: " $;,4]- By the concatenation taint constraint, msg inherits the

taint of both operands:
03 € mg(taintedygsg, ) <= 02 € mg(taintedpresix,n) V 02 € Mg(taintedrayy) VA€ Ay
Since o2 € mg(taintedyayur1), it follows in particular that:
03 € mg(taintednsg ur1)

Prepending the fixed string "Input: " does not neutralise the taint, because the attacker-
controlled string is preserved in msg.

State 04: Line 4 — Flow Operation (Sanitization)

Line 4 applies the sanitizer to raw, with the result bound to safe. We assume the sanitizer san;
contains patterns that match s,,q;, so the proposition matchyay san, holds in o3. The F-SAN-
APPLIED branch is therefore taken:

raw) = s Je € san; :e(s
p3(raw) = Smal 12 e(8mal) F-SAN-APPLIED

san-applied

Xtlow

(raw,san;)

(g0, p3) (90, pa)

where ps = p3, since sanitization does not mutate any variable binding. By the sanitization taint
constraint for F-SAN-APPLIED:

04 ¢ mg(taintedyay y) YA E Age

Crucially, the sanitizer was applied to raw, not to msg. The taint constraint affects only the
variable passed to the program, so the taint of msg is entirely unaffected:

04 € mg(taintedpeg ury)

The variable safe from the original script is no longer modelled as a separate binding, since the
new sanitization program operates directly on raw without producing a new output variable. The
sanitization is therefore entirely ineffective with respect to the exploit: the tainted variable msg
remains unaffected and will be passed to the sink.
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State o5: Line 5 — Sink Operation

Line 5 writes msg to the innerHTML of the target node, modelled by rule K-SINK:

pa(msg) = "Input: " - Sma  PArse;ergm("Input: " - Sma) = f  idy € nodes(go)

K-SINK

oS i, mag)
(g0, pa) —2E 205 (g5, pa)

The parse function interprets "Input: " s, as HTML, producing a forest f containing a text
node for the fixed prefix and an img element whose attribute map carries the executable onerror
handler for the payload:

[ = (#textig,["Input: "))r ®@ (img;, [{onerror — "alert(1)"}, TF]ytiay)F

The resulting grove is:
g5 = golfidy — f]

Since the sink transition introduces node ids into the grove, the sinknode proposition becomes
satisfied by the definition of mg(sinknode;q ., ,): the node ids was absent from go and is present
in g5 as a result of the innerHTML transition. Furthermore, p is unchanged by the sink transition,
so the taint of msg persists:

05 € mg(taintedpsgurl)

05 € mﬁ(SinkHOdeidg,innerHTML,msg)
Exploit State
Since both propositions are simultaneously satisfied in o5:
05 € mg(taintedpsgur1) N Mga(sinknodeiq, innersmmimsg) C Exploit

The system has reached an exploit state. In PDL notation, the entire execution trace is expressed
as:

oo F <a‘§£}:(raw); ofio,(prefix, "Input: "); a$oe’(msg, prefix,raw);
san-applied . innerHTML /- 3
X low (raw, san;); aiing (idy,msg) > Exploit

The sanitize step is present in the program sequence yet does not prevent the exploit. The PDL
formula is satisfiable because the sanitizer was applied to raw, while it is msg that reaches the
sink: taintedraw,ur1 does not hold in o4, but taintedysgury does hold simultaneously and it is
msg that is passed to K-SINK.

1 lit concat san-applied innerHTML
Oé‘;,rrc aflow aflow flow Oé;u;bk

[ @ { { >@ {
0o 01 02 g3 04 05

0p 01 02 03 04 O5

taintedrawur1 - vV .
taintednsg,url . . . v v
Sinknc)deid3,innerHTML,msg : : : : : v
Exploit : . . . -V
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6.2 Example Two: Multiple pathways

Multiple exploit pathways are expressible in the formalization, which is demonstrated in this
example using an if-statement. Also, the double decoding technique is often used by developers
as a way to strengthen the webpage’s security. However, this example shows that exploits are still
possible if constructed precisely.

The Vulnerable Script

Consider the following script:

let raw = location.hash.substring(1);

let msg;

if (raw.substring(0, 5) == "user:") {
msg = raw.substring(5);

} else {
msg = raw;

}

let decoded = decodeURIComponent (msg) ;

let safe = sanitize(decoded);

let output = decodeURIComponent (safe);
document .getElementById("output") .innerHTML = output;

The developer retrieves a URL fragment and conditionally strips a "user:" prefix. The value is
then decoded once, passed through a sanitizer intended to block dangerous HTML, and decoded a
second time before being written to innerHTML. The developer’s assumption is that the sanitizer in-
spects the final form of the string. However, the sanitizer is applied between two decode operations.
An attacker who submits a double-encoded payload such as user:%253Cimg}2520src=x%2520
onerror=alert (1) %253E can exploit this ordering: the first decode produces a string, encoded
once, namely %3Cimg}20src=x%20onerror=alert(1)%3E, which the sanitizer does not recognise
as dangerous HTML and therefore passes. The second decode then restores the full dangerous
string. This is a classical double-decode evasion pattern, and it is reachable via both branches of
the conditional.

Initial State o
The grove gy contains a single div element with no children or attributes, identified by id;:
go = divq, [Da, DrF]id,

The variable environment is empty:
po = @

The propositions satisfied in o9 = (go, po) are:

oo € mg(node;q, )

oo ¢ mg(bound,;) YV € x
oo ¢ mg(tainted, ) Ve € x, A€ Agre
State 01: Line 1 — Source Operation

Line 1 reads location.hash and binds the result to raw. The attacker provides the double en-
coded payload user:%253Cimg%2520src=x%25200onerror=alert (1) %253E, where %25 is percent-
encoding of the percent sign %, so the outermost encoding layer hides the inner one. This is
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modeled by rule S-READ with Ay = url:

read(url) = s;mq  raw ¢ dom(pg)

o™t (raw)

sre

(90, po) ————— (9o, p1)

S-READ

where $p,q = user:%253Cimg%2520src=x%25200nerror=alert (1)%253E and p; = po[raw —
Smai]- The grove is unchanged: g1 = go. By the source taint constraint:

01 € mg(taintedyay ur1)

State oy: Line 2 — Flow Operation (Declaration)

Line 2, 1et msg;, declares msg without binding a value. It is modelled by rule F-DECLARE, which
binds the variable to L:

nsg ¢ dom(py)

declar

Afiow (mSE)

F-DECLARE

(90, p1) (g0, p2)

where ps = p1[msg — L]. The grove is unchanged: g2 = go. Since a bare declaration introduces
no value, msg acquires no taint:

02 ¢ mg(taintedpsgn) VA € Agpe
The value of msg is assigned subsequently, inside the branch taken in o3, which overwrites the L
binding.
State o5: Lines 3-6 — Flow Operation (Branching)

Lines 3—6 showcase an if-else branch on whether the first five characters of raw equal "user:". In
PDL, this is expressed using the choice operator, differentiating between conditions on the current
value of raw:

prefix? ; afj,;, (msg,raw, pre, "user:") U —prefix? ; aj} *(msg, raw)

where prefix is the proposition val sy nyser:.s for some s € S, i.e. raw begins with "user:". Since
the attacker’s payload satisfies this condition, the if-branch is taken and rule F-TRIM applies:

p2(raw) = Smal Senc = trim(pre, Spyq, "user:")

F-TriM

a2, (msg,rav,pre,"user: ")

(90, p2) (g0, p3)

where Sen. = %253Cimg}2520src=xY%25200nerror=alert (1)%253E and p3 = pa[msg — Senc). By
the trim taint constraint, taint is preserved:

03 € mg(taintedpsgurl)

Had the else-branch been taken instead, msg would have been assigned the full raw value directly
via F-ASSIGN, so taintedpsgur1 would still hold. The exploit is therefore reachable via both
branches.

State 04: Line 8 — Flow Operation (First Decode)

Line 8 applies decodeURIComponent to msg and binds the result to decoded, modelled by rule F-
DECODE:

P3 (mSg) = Senc dec(senc) = Sencl

decode

Ao (decoded,msg)

F-DECODE

(90, p3) (90, pa)
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where Sene1 = %3Cimg%h20src=x%20onerror=alert (1)%3E and py = pz[decoded — Sepe1]. The
first decode removes the outer layer of percent-encoding, transforming %25 back into %, so the
dangerous characters < and > remain encoded as %3C and %3E. The string is not yet dangerous in
its literal form. By the decode taint constraint, taint is preserved:

04 € mﬁ(tainteddecoded,url)

State o5: Line 9 — Flow Operation (Sanitization Bypass)

Line 9 applies the sanitizer to decoded, with the result subsequently bound to safe. The sanitizer
san; assumes to contain patterns matching raw HTML strings such as <img and onerror=. How-
ever, the current value of decoded is the string s.,.; which has only been decoded once. Therefore,
it does not contain literal angle brackets or the string onerror= in unencoded form. No pattern
in san; matches, so the proposition matchgecoged,san, does not hold in o4, and the F-SAN-ByPass
branch is taken:

ps(decoded) = Sepe1 Ve € sang : —e(Senct)
F-SAN-Bypass

san-bypass

Qflow  (decoded)

(90, pa) (90, /)4>

Since F-SAN-BYPASS leaves p unchanged, the binding of safe is modelled as a subsequent F-
ASSIGN step:

ps(decoded) = Sene1

assign
flow

F-AssiGN

(safe,decoded)

<90, ,04> <907 Ps)

where p5 = ps[safe — Sepne1]. By the bypass and assignment taint constraints respectively:
05 (S mﬁ(tainteddecoded,uﬂ) A 05 (S mﬁ(taintedsafemﬂ)

This is the crucial step that distinguishes this example from Example 1. Here the sanitizer is not
applied to the wrong variable: it inspects the correct variable but genuinely fails to detect the
threat, because the payload is still in encoded form at the point of inspection. The bypass is not a
programming error in the application of sanitization, but an evasion arising from the asymmetry
between san and dec: the sanitizer was designed to match <img, but the value it sees is %3Cimg.

State 0g: Line 10 — Flow Operation (Second Decode)

Line 10 applies decodeURIComponent a second time to safe and binds the result to output,
modelled by a second application of rule F-DECODE:

ps(safe) = senct  dec(Senct) = Spai F-DECODE

(90, p6)

a‘}ef;f“e (output,safe)

(90, p5)

where s/ = <img src=x onerror=alert(1)> and ps = ps[output — s, ,|. The second decode
fully restores the dangerous HTML string. Both encoding layers have now been fully decoded,
and the sanitizer’s inspection - which occurred between the two decodes - was therefore directed
at an intermediate form that did not reveal the malicious content. By the decode taint constraint,
taint is preserved:

06 € mﬁ(taintedoutput,url)

State o7: Line 11 — Sink Operation

Line 11 writes output to the innerHTML of the target node, modelled by rule K-SINK:

Pe6 (output) — S/Tnal parseinnerHTML(S;nal) — f idy € nOdeS(QO)

innerHTML
sink

K-SiNk

(idq ,output)

<90a,06> <g77p6>
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The parse function interprets s/, ., as HTML, producing a forest f containing an img element with
an executable onerror attribute:

[ = (img,,, [{onerror — "alert(1)"}, @F]ytia,) F

where attr(onerror, "alert(1)") is attached to img;,; . The resulting grove is:

gr = golfidi — f]

Since the sink transition introduces node idy into the grove, the sinknode proposition becomes
satisfied by the definition of mg(sinknode;q ., ,): the node ids was absent from go and is present
in g7 as a result of the innerHTML transition. Furthermore, p is unchanged by the sink transition,
so the taint of output persists:

o7 € mﬁ(t aint edoutpu‘t,url)

o7 € mﬁ(SinkHOdeidg,innerHTML,output)

Exploit State

Since both propositions are simultaneously satisfied in o7:
o7 € mﬁ(taintedoutput,url) n mﬁ(SinknOdeidz,innerHTML,output) c EXPIOit

The system has reached an exploit state. In PDL notation, the full execution trace is expressed
as:

oo E <a§ﬁ(raw) ;(prefix? ; atﬁiﬁ}(msg,raw, pre,"user:") U —prefix?; a;jz;gn(msg,raw)) :

decode san-bypass assign

QFiom (decoded, msg) ; Yt low (decoded) O o (safe,decoded) ;

innerHTML
sink

afisese (output, safe) ;o

(idy, output) > Exploit

The U operator makes explicit that the exploit is reachable via both branches of the if-else:
regardless of whether the trim branch or the assignment branch is taken, taintedpgg,uy1 holds in
os and all subsequent steps preserve that taint through to the sink. The double-decode evasion

is visible directly in the trace as two a‘}?gfvde steps with the sanitizer application in between them

san-bypass . s . .
as gy, , which formally captures why the sanitizer provides no security guarantee when a

second decode follows: the value it inspected was not the value that reached the sink.

trim

. doclare & flow decode san-bypass decode innerHTML
Asre A flow Aflow Xflow Aflow Fsink
assign
flow
oy 01 O3 03 04 O Og O7
taintedramurl ) v v v v v
taintedpsg,url : ’ ' oo
tainteddecoded,url v v
v

taintedsase url
taintedoutput ,url

ANENENENEN

sinknode;q, innerHTML,output

N ENENENENENEN

Exploit
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6.3 Example Three: Formalization Limits

Although the formalization provides a quite comprehensive way of encapsulating DOM XSS ex-
ploits, it is not all-encompassing. Some variations of DOM XSS exploits cannot be expressed in
the current formalization. A few examples include Mutation XSS (mXSS), Prototype Pollution
and event-driven executions. In this section, a DOM clobbering example will be used to demon-
strate the limits of the formalization. DOM clobbering is a DOM XSS exploit where HTML code
is injected so that global JavaScript variables can be overruled (i.e. clobbered) using the injected
HTML attributes, leading to JavaScript execution [KP23]. DOM clobbering is chosen because it
highlights the structural shortcoming of the formalization model.

The Vulnerable Script

Consider the following script:

// Developer sets a default configuration object
var config = { debugMode: false };

// Attacker injects into the HTML beforehand:
// <a id="config" href="javascript:alert(1)"></a>

// Developer reads from config and writes to the DOM
document .getElementById("output") .innerHTML = config.href;

As shown above, the developer has created a global variable config and reads the property
config.href to write into innerHTML. However, if the attacker can insert HTML code into the
webpage prior with an id="config" attribute (e.g. via stored XSS), the config global variable
the developer intends to use can be overwritten. Declaring an href attribute in the HTML code
causes the webpage to execute our JavaScript code: it will resolve to the injected DOM element <a
id="config" href="javascript:alert(1)"></a>. Hence, reading config.href then returns
"javascript:alert(1)" which is subsequently written to the innerHTML sink.

Where the Formalization Breaks Down

Just like in the previous examples, we start with a combined state o = (g,p), where g € G
and p : x = Val. The formalization implicitly assumes that the DOM grove and the variable

environment communicate exclusively through source and sink programs: source programs a2z
read from g to p while sink programs o};'7* write from p into g. ®, and ®, are defined as

disjoint for this reason, and the transition constraints enforce it: source and flow transitions
cannot invalidate any ®, proposition, while sink transitions cannot invalidate any ®, proposition.
DOM clobbering violates this assumption. The attacker does not introduce a tainted value into
p via any source transition asrc. Instead, the attacker mutates g in such a way that a later read
operation into p resolves into a node-insertion in grove g. The introduction of a tainted value into
p is not caused by any program — it is caused by the browser binding operation, which cannot be

expressed in the formalization.

Failure of the source transition rules In the formalization, a variable x € x acquires a
value exclusively through a source transition S-READ or S-DEFAULT, or through a flow transition.
Rule S-READ requires an explicit label Ay, € Ay, identifying the location from which the value
originates:

def . .
Agre = {url, cookie, localStorage, sessionStorage, dom, referrer}

DOM clobbering cannot be expressed with any of these labels. The value of config.href does
not come from the URL, a cookie, or any storage API. It comes from the grove g via the browser’s

27



implicit binding mechanism, which is not a member of Ag,.. and is not represented by any atomic
program.

Failure of the taint-propagation constraints Because no source transition is used, the taint-
propagation constraints never mark config.href as tainted. In the formalization, a state in which
config.href holds the attacker-controlled string "javascript:alert(1)" would satisfy:

(S mﬁt(Valconfig.href,"javascript:alert(l)“)
but would simultaneously satisfy:
o ¢ mﬁ(taintedconfig.href,)\) Ve Asrc

The variable contains an attacker-controlled value, yet no taint proposition holds. Even when
config.href is passed to aX2¢™H™ML the sink transition produces a state o’ in which proposition
sinknode;q innernmur. holds but no tainted proposition holds simultaneously. The exploit state is
defined as:

Exploit def U mg(tainted, y,,.) N Mg(sinknode;g z,;, ..z)

TEX, Asre€Asre
1d€ID, Asink ENAsink

Since the taint intersection is empty, o’ ¢ Exploit. The formalization thus does not detect the
exploit.

Failure of the proposition classes More fundamentally, the separation ®; = ®,U®,, has the
assumption that the DOM state and the variable environment are independently readable. DOM
clobbering introduces a dependency that violates this separation: the value of a variable in p is
determined by the structure of g, not by any program transition. To express this, you would need
propositions of the form:

clobbered, ;4 def {(g,p) € K | p(x) = node_ref(g,id)}

capturing the fact that variable z silently resolves to the node at id in g. Such a proposition
crosses the boundary between ®, and ®, and cannot be expressed in either class as currently
defined. Introducing it would require modifying both the proposition classes and the transition
constraints, since any sink transition that modifies g could now affect the values read through p.
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7 Discussion

This study aimed to investigate how to formally define Document Object Model cross-site script-
ing exploits using Propositional Dynamic Logic. To conceptually define this, two state spaces
were constructed first: one state space for encapsulating the DOM environment and one state
space for encapsulating the JavaScript environment. The DOM environment contained four data
types as formal data structures, namely Trees, Forests, Groves, and Strings. These data structures
can represent the Document Object Model and track its changes. Within JavaScript code, the
JavaScript state space is used containing a variable environment. Specifically, this variable envi-
ronment consists of variable identifiers: standalone variables, list items, field items and storage

elements. Program transitions are divided into three semantic roles: source programs a2:zc, flow

programs a;{ wow and sink programs 042‘57;76’“, where label \ specifies the type of operation.

To formally define this conceptual framework in Propositional Dynamic Logic, a set of atomic
propositions for the DOM grove ®, and the variable environment ®, were defined first. To
propagate through states, transitions were constructed. The source transitions specify what type
of source operation is performed, and binds a value read from a browser storage location into
the variable environment p. Then, flow operations (Declare, Lit, Assignment, Concatenation,
Trim, Sanitization, Encoding, Decoding) can be applied. Sink operations are performed at last,
writing out the variable from p into g. An exploit is reached in case there is a tainted variable
with a sinknode present mg(tainted, y,..) N mg(sinknode;g z.,, . .z)-

The constructed formalization is capable of expressing a wide range of DOM XSS scenarios in
PDL. Because of the source operations label Ay, many different sources can be specified, like url
and cookie. Through the flow operations, the intermediate steps between source and sink oper-
ations can be expressed, also encompassing temporary modifications to strings like encoding and
permanent modifications like sanitization. Using the set of regular expressions &, the sanitization-
operations can be specified. Finally, the sink label Ag;n, allows for different sink transitions, like
innerHTML and document.write, making a wide variety of DOM XSS attacks expressible in the
formalization.

Despite this expressivity, the formalization is not all-encompassing. Prototype Pollution, for
instance, cannot be expressed since the variable environment doesn’t allow for JavaScript Proto-
types. Mutation XSS cannot be expressed either, since the browser’s HTML parser may silently
rewrite a string into a dangerous tree structure that the sanitizer never saw, whereas the formal-
ization assumes the parse function behaves predictably. DOM clobbering is the starkest example
highlighting the incomplete formalization, since it exposes a fundamental limitation of the com-
bined state model. The formalization assumes that g and p are coupled only by explicit atomic
programs in [Ty, and that taint enters p only through labelled source transitions. DOM clobbering
violates both assumptions simultaneously: the attacker contaminates p by manipulating g through
an implicit browser mechanism that is outside Iy, and does so without triggering any transition in
Agre. The result is that the formalization assigns no taint to the variable that carries the malicious
value, and the exploit state is unreachable in the model even though it is reachable in the browser.
Extending the formalization to cover DOM clobbering would require adding a new class of source
transitions that model implicit window[id], a corresponding extension of Ag.., and a coupling
constraint between ®; and ®, that the current disjoint structure does not admit.

Regarding future work, this formalization could be used for creating an automated analysis tool.
Because exploits are expressed as PDL reachability formulas 0 F (agre; (@ fiow)*; Qsink) Exploit,
the question of whether a given script is vulnerable can be assessed in the combined state space.
A tool could translate client-side JavaScript into sequences of source, flow, and sink transitions,
construct the corresponding Kripke model, and decide reachability of an exploit state automat-
ically. This connects to the original motivation of this thesis, namely the formulation of more
precise sanitization rules. By making the conditions for exploitation explicit, the formalization
offers a foundation on which the soundness of a proposed sanitizer could be checked against the
evasion patterns the model already captures, such as the double-decode bypass of Example 2.
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8 Conclusion

This study set out to answer the following research question:

"How can we formally define Document Object Model Cross-site Scripting Exploits
using Propositional Dynamic Logic?"

To answer this question, a framework was constructed in which DOM XSS exploits can be ex-
pressed as state transitions in Propositional Dynamic Logic. The foundation of this framework is a
combined state model, one state space for the Document Object Model, and one for the JavaScript
variable environment. The DOM state space is built from four recursive data types. Together, they
allow individual nodes to be uniquely identified and tracked as a payload propagates through the
document structure. The JavaScript state space represents variables and their values, providing
a way to reason about how attacker-controlled data moves through script execution.

From this combined state, two disjoint classes of atomic propositions were derived: one class
for the DOM grove and the other class for the variable environment. These proposition classes
encode the security-relevant properties of each component and form the basis for expressing when
an exploit state is reached. To connect these into a dynamic model, transitions were specified
across three semantic classes: (i) source transitions, (ii) flow transitions and (iii) sink transitions.
This approach ensures a clean separation between the role of each operation and its effect on the
combined state. Taint-propagation constraints were then defined over these transitions. They
specify under which conditions a variable remains attacker-controlled as flow transitions are per-
formed. An exploit state is reached when a tainted variable and a sink node are simultaneously
present in the same state.

The resulting formalization provides a basis for reasoning about a wide range of DOM XSS
scenarios, covering multiple sources, intermediate flow transformations, and multiple sink types
within a single unified model.
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Appendix

This appendix provides a reference overview of the symbols used throughout this thesis, grouped
by category.

Logic and Proof Systems

Symbol Description

w, P Meta-variables ranging over formulas

D,q,T Atomic propositions

Dy Set of atomic propositions

Negation

Conjunction

Disjunction

Implication

Equivalence

Falsity (propositional constant)

Truth (propositional constant)

Universal quantifier

Existential quantifier

Satisfaction relation (M F ¢: formula ¢ holds in model M)
Derivability relation (T' F ¢: ¢ is derivable from IT")
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Modal and Dynamic Logic

Symbol Description

Oe Necessity: ¢ holds in all accessible worlds

O Possibility: ¢ holds in at least one accessible world

[a] @ Box modality: ¢ necessarily holds after executing program «

(o) @ Diamond modality: ¢ possibly holds after executing «; defined
as —[a]-p

a; B Sequential composition: execute o then /3

alJp Non-deterministic choice: execute a or 3

a* Iteration: execute « zero or more times

p? Test: proceed if ¢ holds, else abort

a,b,... Atomic programs; the set of all atomic programs is Il

a, B, Complex programs; the set of all programs is II

P Set of all propositions

Kripke Structures

Symbol Description

“d Kripke Frame: a pair (K, Rg)

R Kripke Model: a triple (K, Rg, mg)

K Universe of states (worlds) in a Kripke structure

Rg Accessibility (transition) relation on K

Ry Named transition relation indexed by label \; equals mg(a?)
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Symbol

Description

mg

w, v

RwkEp

Valuation function mapping formulas and programs to subsets
of K (or relations on K)

Individual worlds / states in K

Formula ¢ is satisfied at world w in model &

DOM State Space

Symbol Description

T Set of trees (individual DOM nodes)

F Set of forests (ordered lists of trees; children of an element)

G Set of groves (the DOM heap)

S Set of strings

teT A tree, either an element node s;q[A, f]tiq or a text node
#textiq[s]

feF A forest, built from &g, (t)p, and f® f

geG A grove, built from @¢, (t)g, and ¢ g

ses A string, built from @ g, characters ¢, and concatenation s - s

sialA, flfia Element node with tag s, node identifier id, attribute map A,
child forest f, and forest identifier fid

#textiq[s] Text node with identifier id and string content s

A A—S Attribute map: a partial function assigning string values to
attribute names

id Unique node identifier; id € ZD

fid Unique forest (child-list) identifier

ID Universe of node identifiers

A Universe of attribute names:
{onerror, onload, onclick, onmouseover, href, src,action}

® Forest composition operator

&) Grove composition operator

. String concatenation operator

nodes(g) Set of node identifiers present in grove g

glfid — f] Grove g with the forest at identifier fid replaced by f

lookup(g, id)

Value of node id in grove g

JavaScript State Space

Symbol  Description
0 Variable environment: a partial function x — Val
X Set of variable identifiers; x | x[¢] | z.f | T.x
z,y Variable names. Elements of x
Val Set of values (primarily strings in the XSS context)
T Storage type; T €
{url, cookie,localStorage, sessionStorage, dom, referrer}
dom(p) Domain of p: the set of variables currently bound
ple — s]  Environment p updated so that z maps to s
4 Unbound value (a declared variable with no value assigned)
€ Empty string
E Set of all regular expressions over S
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Symbol

Description

ec
San
san € San

An individual regular expression; e(s) holds if e matches string s
Set of all sanitizer instances

A sanitizer instance: a finite set of regular expressions
{e1,...,e,} C E modelling the patterns a developer intends to
block

Combined State Model

Symbol Description

o Combined state: a pair (g, p)

0o Initial state (no variables bound, no taint, no sink nodes)

A

o %5 ¢’ Transition from o to ¢’ via program o

ocn~o States o and ¢’ are indistinguishable (agree on all atomic
propositions)

Exploit  Set of exploit states, states in which a tainted value has reached

a sink node

Atomic Programs and Labels

Symbol Description

A Generic label attached to an atomic program

at Atomic program carrying label A

aﬁ;‘gc Source program with label Ag,.. € Agpc, introduces external input
into p

a;'lf;‘l’u“’ Flow program with label Ao € Afiow, transforms values
within p

a;\;;;’,;’“ Sink program with label Mgk € Agink, reads from p and
mutates g

Agre Set of source labels:
{url, cookie,localStorage, sessionStorage, dom, referrer}

Afiow Set of flow labels:
{declare7 1it,assign, concat,trim, sanitize, encode, decode}

Asink Set of sink labels: {innerHTML, outerHTML, document.write,

eval, setTimeout, setAttribute}

Atomic Propositions

Symbol Description

o, Family of DOM grove propositions (®, C ®¢)

®, Family of variable-environment propositions (2, C ®g)
node;q Node id exists in the current grove

child;q, id, Node ids is a direct child of node id;

attrigg,s Attribute a of node id has value s

sinknode;g

sink,T

Node id was introduced into the grove in Ay, execution
context by the sink that processed variable x
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Symbol Description

bound, Variable x is in the domain of p

valy s Variable x currently holds value s

tainted, )., Variable z is tainted by source Ay (carries attacker-controlled
data)

matchy san The value of variable x is matched by at least one expression in

sanitizer san

Transition Functions

Symbol

Description

read : Agpe — S

trim(side, s, Sfiz)

enc: S — S

dec: S — S

parsey, . S —=FUGU(AXxS)

js_parse: S —1I

read source(z, id)

write sink(id, x)

Partial function retrieving the current value
from a storage location

Removes one prefix-side occurrence of sy;; from
s if side = pre, one suffix-side occurrence if
side = suf, and returns s otherwise.

side € {pre,suf}

Encoding function (e.g. URL-encoding,
HTMTL-entity encoding, Base64)

Decoding function, counterpart to enc.
Applying dec after sanitization may restore
dangerous characters that the sanitizer’s
patterns did not match, which is the basis of
double-decode evasion

Sink-specific parse function converting a string
into a forest with attributes suitable for
insertion into the grove; behaviour varies by
sink label

Parses a string as JavaScript source text and
returns the corresponding program (used by the
eval rule)

DOM-to-JS interface: reads the content of node
id from grove g and binds it to variable x in p
JS-to-DOM interface: parses p(x) and replaces
the subtree at node id in g with the result

PDL Program Abbreviations

Abbreviation PDL Definition
skip 17?
fail 07

if pthenaelsef ¢7a U -7

while ¢ do « (p7a)*;—?

repeat a until ¢ «o; (- ?;a)* ;07
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